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Ooops, your files have been encrypted!
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.der, .pfx, .key, .crt, .csr, .p12, .pem, .odt, .ott, .sxw, .stw, .uot, .3ds, .max, .3dm, .ods,
.ots, .sxc, .stc, .dif, .slk, .wb2, .odp, .otp, .sxd, .std, .uop, .odg, .otg, .sxm, .mml, .lay, .lay6,
.asc, .sqlite3, .sqlitedb, .sql, .accdb, .mdb, .dbf, .odb, .frm, .myd, .myi, .ibd, .mdf, .1df, .sln,
.suo, .cpp, -pas, -asm, .cmd, .bat, .ps1, .vbs, .dip, .dch, .sch, .brd, .jsp, .php, -asp, .java, .jar,
.class, . mp3, .wav, .swf, .fla, .wmv, .mpg, .vob, .mpeg, .asf, .avi, .mov, .mp4, .3gp, .mkv,
3g2, Alv, .wma, .mid, .m3u, .m4u, .djvu, .svg, .psd, .nef, .tiff, .tif, .cgm, .raw, .gif, .png,
.bmp, .jpg, .jpeg, -vcd, .iso, .backup, .zip, .rar, .tgz, .tar, .bak, .tbk, .bz2, .PAQ, .ARC,
.aes, .gpg, -vimx, .vimdk, .vdi, .sldm, .sldx, .sti, .sxi, .602, .hwp, .snt, .onetoc2, .dwg, .pdf,
wk1, .wks, .123, .rtf, .csv, .txt, .vsdx, .vsd, .edb, .eml, .msg, .ost, .pst, .potm, .potx,
.ppam, .ppsx, -ppsm, -pps, -pot, .pptm, .pptx, .ppt, -xltm, .xltx, .xlc, .xIm, .xlt, .xlw, .xIsb,
xlsm, .xIsx, .xls, .dotx, .dotm, .dot, .docm, .docb, .docx, .doc
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e HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\Run\\<random

string> = “<malware working directory>\tasksche.exe”

e HKLM\SOFTWARE\WanaCryptOr\\wd = “<malware working directory>
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¢ HKCU\Control

Panel\Desktop\ Wallpaper:

“
<malware

directory>\@ WanaDecryptor(@.bmp”
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%SystemR oot% \mssecsvc.exe %SystemR oot% \tasksche.exe
%SystemR oot% \qeriuwjhrf b.wnry
c.wnry twnry
r.wnry s.wnry
t.wnry u.wnry
taskdl. exe taskse.exe
00000000.eky 00000000.res
00000000.pky @WanaDecryptor(@.exe
@Please Read Me@.txt m.vbs
@WanaDgcrypt(:r@. exe.lnk @WanaDecryptor@.bmp
274901494632976.bat taskdl exe
Taskse.exe Files with “.wnry” extension

Files with “. WINCRY” extension
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:powershell

:SMB 5, (535 SMBV1 95 S Ul 8 sl @
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Set-ItemProperty -Path
"HKLM:\SYSTEM\ CurrentControlSet\Services\LanmanServer\Parameters' SMB1 -
Type DWORD -Value 0 -Force

:SMB 5, 535 SMBV3 5 SMBV2 055 8 Ul & sl @

Set-ItemProperty -Path
"HKLM:\SYSTEM\ CurrentControlSet\Services\LanmanServer\Parameters' SMB2 -
Type DWORD -Value 0 -Force

ESMBJJJMLS‘})SMBV1QJ;JL&§L§|J3 °

Set-ItemProperty -Path
"HKLM:\SYSTEM\ CurrentControlSet\Services\LanmanServer\Parameters' SMB1 -
Type DWORD -Value 1 -Force

:SMB 3 55, SMBV3 5 SMBV2 33 S Sl (1, @

Set-ItemProperty —-Path
"HKLM:\SYSTEM\ CurrentControlSet\Services\LanmanServer\Parameters' SMB2 -
Type DWORD -Value 1 -Force

powershell o 51 ool bty 40 Y2 VY 5,0 55005 9 A S9kag 55 SMB o s (551 ed 8

SSMB s, S0 cordyodalingl,, o
Get-SmbServerConfiguration | Select EnableSMB1Protocol, EnableSMB2Protocol
:SMB 5, 555 SMBV1 03,5 Jlss 6 1,5 @

Set-SmbServerConfiguration ~EnableSMB1Protocol $false
:SMB 5, 555 SMBV3 5 SMBV2 (55,8 Jlai 16 (12 @

Set-SmbServerConfiguration ~EnableSMB2Protocol $false
:SMB 5, 555 SMBV1 0335 Jlss 615 @

Set-SmbServerConfiguration -EnableSMB1Protocol $true
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Set-SmbServerConfiguration -EnableSMB2Protocol $true
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